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Outline

What is Differential Privacy (DP)?

What is Problem of DP under Temporal Correlations”?

* unexpected privacy loss

How to solve this?

* we analyze, calculate and prevent such privacy loss

Experiments



Privacy Preserving Data Release

-
JIITR

Institute

a 2 A~

-~
0 50

sensitive

0+
/ & eb *

Public Attacker




What is Differential Privacy

* Privacy: the right to be forgotten.

* DP: output of an algorithm should not be significantly

affected by individual’s data.
D D’

& 1 =
MQ(F5 ) ~ MQ( =9)
» Formally, M satisfies e-DP if... e (J, privacy &4,
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e e.9., Laplace mechanism: add Lap(1/€) noise to Q(D)
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e Seqguential Composition.



The Problem of DP under Temporal Correlation

» Qur setting: continuous data release with DP
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(a) Location Data (b) True Counts (c) Private Counts

* [emporal correlations degrade the privacy guarantee!

Pr(lt=locs | [+1=loc4)=1

2¢-DP at time 2

Road Network



Related work

* This scenario, continuous data release with DP, has been
extensively studied for different issues:

* high dimension[5][6][13],sliding window queries|7][8],infinite
stream data[12], real-time publishing[11]

e but none of them considered the effect of temporal correlations
on privacy loss.

* Few works studied potential privacy loss of DP on correlated data,
but no study investigated “DP under temporal correlations”.

e Group pDP ¥ hot finely

[16]

* Bayesian pp'H \Wasserstein Mechanism™ ~— static database



Our contributions

We satisty DP on temporally correlated data by ...

> Analyzing Temporal Privacy Leakage (TPL).
= the privacy loss may increase over time!

g CaICUIating TPL Simplex Algorithm: O(2n)

= Linear-Fractional Programing Our Algorithm: O(n2)

> Preventing TPL
= by carefully calibrating € at each time point



Model Attacker

 Model temporal correlations using Markov Chain
e.g., useri: loci1— locz— loco— ...

(a) Transition Matrix Pr(/"

;)

time t-1
loc1 | loc2 | locs
~ Jlocq| 0.1 | 0.2 | 0.7
.% loc2| O 0 1
locs| 0.3 | 0.3 | 0.4

Backward Temporal Correlation PZ.B

(b) Transition Matrix Pr(//

time t-1

Analyzing TPL

I

time t

loc1 | locz | locs
loci| 0.2 | 0.3 | 0.5
loc2| 0.1 | 0.1 | 0.8
locs| 0.6 | 0.2 | 0.2

Forward Temporal Correlation EF



Analyzing TPL

Model Attacker

 DP can protect against the attacker with knowledge of all tuples
except the one of victim + lemporal Correlation 7
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Analyzing TPL

Define TPL

e Recall the definition of DP:

de Pr(r|D
el max PLy(A;, M) = sup log (r|D)
VAz‘%EU T,L).D, PI(TlD’)

P L(_) (.z'\/t)

It PL,(M)<e, then M satisfies e-DP.

e Definition of TPL;

Prir!,...,»T|it, DL)

Y i t det
rPL(AT . M det S I : .
AL T e e e e D @
TPL(M") L max TPL(AT, MY (3)
vAT ieUu
Pr(rl,. cr' | DY)
— sup log (4)



Analyzing TPL

Define TPL

e Definition of TPL;

, o Prr!, ..., ~L|it, D}
TPL(_A.T,Mt) det sup log, S ' |(‘,’ ic) . (2)
S - Pr(r1 Tt Dt
itat! ol T r(rt,...,r"|l;", D)
TPL(M") L max TPLAT, MY (3)
vAT ieU
l Pr(»', ..., »T D* ) (4)
— sup og .
pt pt’ ,Il i & gPI‘(T'l....,TTlDt‘,)

e |f notemporal correlation... TPL =PLo
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Analyzing TPL

Define TPL

e Definition of TPL;

Pr(r!,...,rT|i%, DL)

AT t det 5 : 2
B I Sl 27 CLREL 7 Ml
TPL(M?) L max TPL(AT, MY (3)
vAT ieU
l Pr('rl,. ,rt | DY) (4)
B ot b 71’1‘13’”“'71 . Pr(rt....,
. . Hard to quantify
- )
 |f with temporal correlation... TPL = Eqn(2)...
1 t t t t t T t t
Egn(2)= log Prir ll",’D" ) +...+log Prir lli,’D" ) +...+log Pr(r lli,’D" )
Pr(r1 Ill.t ,Dkt) Pr(r’ |ll.t ,Dkt) PI'(I’T |ll.t ,Dkt)
L J L J L J
—~N —~N —~N
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Analyzing TPL

Find structure of TPL

Pr(r'|l;, Dy Pr(r™|l;, D;
qul.(Z) = sup 105 r( | ": ‘F) AR, r( I 2 ]C)
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= sup log r( 1’ : t': ’f)+ sup log x t’ : le’ f)
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backward privacy lcakagc (BPL) forward privacy leakage (FPL)
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Analyzing TPL BPL

Find structure of TPL

Pr(rt,...,rt|lt, Dt
BPL(A] , M?) do sup log ( - tlt'", ’f) . (6)
l:,lg’,‘rl,u-,"'t PI'('I" T Ilz ’DIC)
e An a|yze BPL Backward temporal correlations

PR Pr(s!,..., ¢! 1l2-1, D;'C_l) Pr(l:—l 11%)

Eqn(6): sup log

1 R e R DR R, g1t 6k
RIS 1 214_1, fr(r RN, & |li y D lPr(li |li )
2

A Pt ' N
(i)BPL(A] M= 1, (i) PB
Pr(v*|l¥, D;
+ sup log r(rL | A ). (12)
it gt! gt Pr(r'|l; , Dy) X :
"R ~ ~ ~ Backward privacy loss function.
(444)PLo (A, M?) how to calculate it?

= BPL(A] ,M") = LP(BPL(A] , M*™")) + PLo(A;, M")  (13)



Analyzing TPL FPL

Find structure of TPL

L Lt
dCf PI‘('I" . II D )
FPL(AT ,M*) = sup  log — (8)
lt lt,,'r’ .. ,TT Pr('f‘t, 7‘ |l D )
. Ana|yze FPL Forward temporal correlations
PR Pr(rtt!, .. T 11, DY) Pr@tt |1t)
sup log t41 L—l’ ptHi t417 (b7
1ttt 2 t+1’ Pr(r O |l D7) Pl |E;)
pttl T > —
(t)FPL(AT M+ (""i':PiF
Pr(v*|t], D
+  sup log T‘(Tm |t1,, ’tc.) ' . : :
g et Priet|l, D) Forward privacy loss function.

"

(i54yPL (AT, M?) how to calculate it?
\ g0 /]

= FPL(A] ,M") = L7 (FPL(A] , M*t1)) + PLy(A;, M')  (15)



Calculating BPL & FPL

Privacy Quantification

* We convert the problem of BPL/FPL calculation to finding an
optimal solution of a linear-fractional programming problem.

ﬁB (BP’;(AZ-,_Mt—l)) — Sl]p Iog Q11’1 — . + ann
q,de PP dix1 + -+ dnTn
qx
— sup log—
q,de P53
maximize kb (18)
dz
__B T B
subject to e~ %t—1 < L < %t—1 (19)
Tk
O0<z; <land 0 <z < 1, (20)

where z;, 2, € ®, j,k € [1,n].

e This problem can be solved by simplex algorithm in O(2").

* We designed a O(n?) algorithm for quantifying BPL/FPL.



Calculating BPL & FPL

Upper bound

 Example of BPL under ditterent temporal corr.

(i) Strong temporal corr. (i) Moderate temporal corr.  (iii) No temporal corr.

1.0 ¢

0.9 ¢

0.8 ¢

0.7 ¢

. 0.6 ¢

Privacy Loss 45 | L oas 048 °%
04 | : '

0.3 ¢

0.2}

0.1 1

t=1 2 3 4 5 o6 7 8 9 10
Time

= TPL(A] , M"Y = BPL(A] , M") + FPL(AT , M") = PLo(A], M").  (10)



Calculating BPL & FPL

Privacy Loss

Upper bound

BPL g=0.8, d=0.1, €=0.23 BPL g=0.8, d=0, €=0.15
0.8f . wwem 1.2} o

- 1 o case 2
o6} - ase |

(@ st < (b)
0.4} B 0.6f - B

| Pi=E$52)  : Pi=(%°

- 04r.
0.2f :

i 0.21
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Refer to Theorem 5 in our paper



Preventing BPL & FPL

by Quantification

e |f T is known, we can assign proper € at each t,
to make sure that TPL always equal to a specitic value.

TPL

1.0} y
0.8} Fp
Privacy Loss | AP

0.4}
0ol \ allocated € |




Preventing BPL & FPL

by Upper Bound

e |f T is unknown, we can assign proper € at each t,
to make sure that TPL never exceeds a specific value.

TPL

1.0}
0.8}
Privacy Loss gl

BPL

0.4}

0.2}




EXperiments

* Goals
* (1) Runtime of privacy quantification algorithm

* (2) Impact of temporal correlations on privacy

e Synthetic datasets

* (Generate transition matrix randomly.
* Generate the strongest temporal correlation pPi=( 3 9)

* Uniformize the strongest temporal correlation by Laplace smoothing:

3 5 4 1 0
o Dik + s 25) €.g., s=0 |_( 0 1 )
Pk = — 0.92 0.08
’ > u—1 (Pju +s) e.9.,$=0.1 Pi=( 00s 0.02)

0.75 0.25

e.g., $=0.5 3i=( 0.25 0.75 )

A smaller s results in a stronger temporal correlation.



Runtime Evaluation

* |Ip_solve and Gurobi are two well-known software for solving
optimization problems (e.g., Linear-Fractional Program in our setting)

(a) a=10 (b) n=50
{E+03  * Ip_solve © Gurobi. © Algorithm 1 iE+05 T +# Ip_solve © Gurobi © Algorithm 1
g £ 7\ e\ PaWh. Decimal precision problem
] = | L™ — Rd | S |
S 1F+05 1E+04 T
_—
=
o-a- w
E 1E+8 » 1E+02 - -O see Theorem 4 and Algo 1
)
=
—
1E+00 - - - : ¢ 1E+00 = ' : = =
50 100 180 200 280 a=0 001 001 01 1 10 20
n (domain size of transition matrix) a (the previous BPL or the next FPL)

Fig. 5: Runtime of Privacy Quantification Algorithms.



Impact of Temporal Corr. on Privacy Leakage

» temporal correlation & (s &4), privacy leakage ks
e ¢ significantly delayed the growth of privacy leakage
» value domain n [, privacy leakage b2

(a) BPL for e=1 (b) BPL for €=0.1

=100 100 :
¢ s=0.0. (n=50) $=0.0. (n=50)

= 8=0.005. (n=50) “* 8=0.005. (n=50)
i+t =0.005. (n=200

T s=0.005. (n=200)
< s=0.05. (n=50 O

b
o

Privacy Leakage (Log)
>\;
> <
4 ]
7
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t=0 2 4 6 8 10 12 14 t=0 20 40 60 80 100 120 140

Fig. 6: Evaluation of BPL.
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Future work

Applications

Convert a traditional DP mechanism into one prevent against TPL
under temporal correlations.

Using our new sequential composition theorem, to Design

complicated algorithms against TPL

Extensions

- How to learn appropriate temporal correlations”

How to model/quantity DP under other types of correlations”

s there a better way to prevent TPL (e.qg., utilize temporal corr.)’
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Thank you!



Calculating BPL & FPL

Upper bound

 Example of BPL/FPL/TPL under different temporal corr.

(i) Strong temporal corr. (i) Moderate temporal corr.  (iii) No temporal corr.

1.0 1.0 o—"0——0——-0O0——-—0O0—00—0—0—0—0
0.9
_|O.8 _|O'8 0.62 0.64 0.64 0.62
al 0 ) —10.7 | 056060 °2% X" "X OC 060 ) ¢
0.6 0.45 0.48 050 0.6 0. al 0.50 0.50
M 0.39 042 ™ | I — /
0.4 ' 0.4 0.4
0.20. 02 A 010 0.2 |
t+—{t]t] {1 ] [IJ—D—D—D—D—D—D—D—D—D

t=12 3 4 5 6 7 8 9 10 t=12 3 4 5 6 78 910 t=12 3 4 5 6 7 8 9 10



